Security without sacrificing performance
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I Ag enda Gkamai

1.State of the Internet
2.Why use protection?
3.Choose wisely — you get what you pay for
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I The numbers of Akamai Gkamai

The Akamai Intelligent Platform

130,000+ 1,100+ 2,000+ 700+ 30
Servers Networks Locations Cities Countries

m@ ) - Average traffic levels of over 6 Tbps
» ﬁﬁ » Peak traffic levels to date of ~10Tbps
- Handling ~20 million hits/second, on average
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I Close to the edge of the internet Gkamai

90% of Internet
users are within one @
network hop of an
Akamal server




I State of the Internet

UK: 6.5 Ireland: 6.6
Austria: 6.6

Norway: 6.6

Germany: 6.0

Israel: 5.8
Portugal: 5.0

Spain: 4.9

France: 4.8
ltaly: 4.0

Average Connection Speeds, EMEA

« 5% average connection speed
Increase

« 4.6% average peak speed
Increase

Belgium: 6.7

Netherlands: 8.6
Switzerland: 8.7
Latvia: 8.9

“'-n\ ;
_Akamai
Denmark: 7.0 Ireland: 27.0 ~ Spain: 27.8 Sweden: 28.4 UK:30.5 Portugal: 31.5
ia: Germany: 27.0
L ! Netherlands: 31.9
Finland: 7.1 Finland: 26.5 |
Sweden: 7.3 Denmark: 26.1 Israel: 32.2
Austria: 25.9

Norway: 24.8

France: 21.1
ltaly: 19.4

2.9

Global Average
Connection Speed | o

16.6...

Global Average Peak
Connection Speed

Switzerland: 34.2

20 Latvia: 39.4

32 \ Belgium: 33.4
40 X\

16 44 Romania: 42.6

Average Peak Connection Speeds, EMEA

2.4% increase Iin unique IP v4 addresses
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I Where do attacks come from? Gkamai

. Attacks coming from wide range of countries (117 unique countries in Q4 2012)
- Rise in attacks originating from China — now account for 41% of worldwide attack traffic

. Akamai's customers reported 758 DDoS attacks in 2012 (more than 3 times the amount seen in 2011)

10

1 China 41% 33%
2 United States 10% 13%
3 Turkey 4.7% 4.3%
4 Russia 4.3% 4.7%
5 Taiwan, Province of China 3.7% 4.5%
6 Brazil 3.3% 3.8%
7 Romania 2.8% 2.7%
8 India 2.3% 2.5%
9 Italy 1.6% 1.7%
10 Hungary 1.4% 1.4%
— Other 25% 28%
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I Attack trends Gkamai

- Average attack bandwidth up 718 percent from 5.9 Gbps to 48.25
Gbps

- Average attack duration increased by 7.14 percent from 32.2 hours to
34.5 hours

- Regional distribution:

- 56% Asia

« 25% Europe

- 18% North & South America
- 1% Africa
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I What's your favorite port? Gkama'

Port Use Q412 % Traffic | Q3'12 %

445 Microsoft-DS 29% 30%
23 Telnet 7.2% 7.6% Telnet Microsoft-DS 29%

3389 Microsoft Terminal Services 5.7% 4.9% Microsoft Terminal Services 5.7% ~__ 1.2%
1433 Microsoft SQL Server 5.3% 4.9% Microsoft SQL Server 5.3% ~
80 WWW (HTTP) 2.8% 3.0% WWW (HTTP) 2.8% \
22 SSH 2.5% 2.3% SSH 2.5% \»
135 Microsoft-RPC 2.2% 2.0% Microsoft-RPC 2.2% V
443 SSL (HTTPS) 2.1% 1.1% SSL(HTTPS) 2.1% Other 40%
3306 MySQL 1.6% 1.3% MySQL 1.6% x
\-\

0
8080 HTTP Alternate 1.5% 1.7% HTTP Alternate 1.5%
Various  Other 40% —
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I Fancy an attack? (ikamai
Membership Credits

Shopping Cart

Shopping Cart

Basic Stresser

Choose your Subscriptlon length

From $ 2 99 /mo
— When you hzwepurchaaed tlhmugh Booter P|an5
PayPal or Liberty Reserve, simply

(Choose Another Category)

sour Avtack fengeh login with your account details and Custom Veb based Stresser x -
— start using your .accpunt_ﬂ Stop Attacks - 5
 ywioesuswiogngn 77/ /777777777777
simply contact askaa on skype. Scheduled Attacks x St -
Choose your number of concurrent attacks Skype account: Bronze Bronze Silver Silver Cold Gold Diamond Diamond
3 anbacks . 3600 second attacks v 3 Lifetime Lifetime Lifetime Lifetime
W
Unlimited Attacks /mo L u
User CredenGials
Skype/Cloudflare Resolver v sl Gold $ 3 6 . 00 USD
| Manthly
Usemame Syl v 4] Max Time Number Concurrent Length
Layer 7 & 4 Attack v g 2700 Seconds ] 1 Month
Password
o Attack Types
Confirm Password Login/5ign up All
VI illwl IIJ [ ] uvl\uu\rw
Price:$169 ime Output Burst * Price Lengtt Order Now »
Payment Method: » Monthly 15Gbps || 225Gbps || $8.00 || 30 days
Gat 20% off when you pay wich Liberty Rezsrve
E Monthly 1_5 Gbps 2_25 Gbps $15_00 30 da‘_'f“.:a | LELWLE |I IUIIIIIIJ,I' | LR e B b LWL
» o Ay # Liberty
= PayPal | Q2 socnve e Monthly 15Gbps || 225Gbps || $25.00 | 30days | 900 (15mins) Order Now
e Monthly 1.5 Gbhps 2.25 Gbps $30.00 30 days 1200 (20mins) Order Now
“ 30 Minute Monthly 1.5 Gbps 2.25 Ghps $40.00 30 days 1800 (30mins) Order Now
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I Value of a hacked machine

Phishing Site

Malware Download Site _Jpren SCIVel

Warez/Piracy Server

Child Pornography Server
Spam Site

Webmail Spam
Stranded Abroad Advance Scams
Harvesting E-mail Contacts E-Mail Attacks

Harvesting Associated Accounts

Access to Corporate E-mail

Online Gaming Characters

Online Gaming Goods/Currency

Virtual Goods
PC Game License Keys
Operating System License Key
Facebook
Twitter ) o
Reputation Hijackin

Linkedin
Gnﬂékﬁ j

(A

amai

Spam Zombie

Bot Activi
DDoS Extortion Zombie

Click Fraud Zombie

Anonymization Proxy
CAPTCHA Suhring Zombie

HACKED PC %

eBay/Paypal Fake Auctions

Online Gaming Credentials
Account Credentials /' Web Site FTP Credentials

Skype/VoIP Credentials

Client Side Encryption Certificates

Bank Account Data

Credit Card Data

Stock Trading Account
Mutual Fund/401k Account

Financial Credentials

Fake Antivirus

Courtesy of http://krebsonsecurity.com/ p
Ransomware /’

\ Hostage Attacks

Email Account Ransom

Webcam Image Extortion
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http://krebsonsecurity.com/
http://krebsonsecurity.com/

I Real life example Gkamai

* Top 500 online retailer generating just under 100,000 USD per hour In
revenue

 Internationally coordinated DDoS attack

 Shifting attack sources

- Changing attack signatures

- Peak attack traffic at ~112 Gbps (over 10000 more than usually)
- Akamal absorbed the attack traffic

«  Savings of ~10 million USD over a period of several days
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I What are my security choices? Gkamai

* |Inhouse solutions

» Dedicated security services

1. Reactive (Scrubbers) — monitor the traffic on your own. In case of attack
direct incoming traffic to go through a ‘scrubbing centre’.
2. Proactive — always-on model, 24h protection, adjust only for new attack

vectors
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I In house security Gkama'

Traditional Data Center Security

Limited scalability
Self-managed or MSSP
Off the shelf solution
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I Scrubbers

Y PROLEXIC

’LE‘Q&!&HW S

. radware

BLOCKDOS

DOS

ur Business, Our Protectiol

Gkamai

NE.;#USGUARD"

E-Business uptime, delivered.

g INncapsula

RACK911

o VERISIGN"
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I Akamali Gkamai

 Distributed Intelligent Platform

» Security and Acceleration capabillities

» Several attack types dropped by default

- L,Always on” protection

 Full control over features and configuration
- Real-time monitoring

» Acceleration, caching and more
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I Akamai Intelligent Platform basic protection levels Gkamai

« TCP SYN flood attacks
« UDP flood
 |CMP flood

- Some HTTP response splitting attacks (when the split is in the URL
path)

* Malformed request
» Port scanning
»  Some basic DDoS protection (due to caching)
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I Akamali Security Portfolio Gkamai

Enhanced DNS: SiteShield: | | .
Attack against the DNS infrastructure Any layer 4-7 attacks directly against the origin
Attack against the TLD (customer.com) Still a risk to over at the layer 3

BIND vulnerability exploits
Basic DNS poisoning attacks (TSIG)

2 GTM:
,(A[gil\\llgrche(c:l)DNS poisoning attacks Data center failure (load balancing, failover)
Web Application Firewall: Shopper Prioritization:
IP/CIDR/Geo whitelisting/blacklisting Flash crowd (real or DDoS)

XSS, SQL
Protocol violations, Encoding abuse
Layer 7 floods
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I Web Application security with Akamai

(Cloud)

i~ =| Datacenters w:

-

Origin Akamai
Traffic Traffic
10000 10000 —
1000 1000 —

100 100
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I Comparison Gkamai

In-house Scrubbers Akamali
Pricing model Whatever you are  Moderate Monthly Fee + Monthly Fee + Traffic (Insurance
willing to pay Processed Traffic option)
Protection Depending on what On request Always on
IS installed
Monitoring Internal Limited - customer mostly  Monitoring cockpits, InfoSec team

notifications on ongoing and
planned attacks
Integration None (Internal) For each attack: BGP route Once:
modification, GRE tunnel DNS entry modification
configuration

Ports - All 80 & 443

Performance Possible decrease Decrease when activated Increase due to accelerated
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I Before DDo0S hits you Gkamai

DDo0S cheat sheet

» Decision makers list
» Define escalation paths
* Who to call and when (emergency contact information)
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I Check out our app

ITunes Preview

Akamai Internet Visualization App
By Akamai

Open iTunes to buy and download apps.

Description

What does Internet traffic actually look like? Is it |
How does the world’s largest distributed comput

Akamai Web Site*» Akamai Internet Visualiz:
Agreement

What's New in Version 1.2

updated NetSessions feec
This app is designed for s L
both iPhone and iPad

19,775,308 49,776,428 19,775,076 49,777,016
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I Questions? Gkamai
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I Under attack? Call us! Gkamai

WWW.odos-hotline.com




I Thank you! Gkamai

Visit our booth at

IT fest Gkamai

TWOJA KARIERA W BRANZY IT FASTER FORWARD




